FINANCIAL DATA SECURITY BREACH INCIDENT RESPONSE PLAN
This plan outlines the steps to follow in the event secure data is compromised. It has been created to provide a quick, effective and orderly response to computer related incidents and to prevent serious financial and data loss. 
If you feel that there has been a suspected intrusion please follow these steps;
Do not use compromised equipment
Contact either Lorraine Barella or Kerry Day
Depending on the breach they will contact: 
· Technical Services at SIMS who will change passwords or disable account, liaise with third party companies on our behalf to get accounts they might manage for us disabled. Contact 0330 123 2544

· Payment processor or gateway (SIMS Agora) Contact 01234 244653

· Lloyds Bank Business and Cardnet 0330 8080798 

· Information Commissioners Office

· Police - where appropriate

Continuity Plan
In the event of a breach we will follow the ICO’s guidance (App 4) 
Implement our Business Continuity Plan
For ‘business as usual’ we will accept cash payments for items
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